
 

CPC LIBRARY E-LERT March 2009 - Computer Crime

***NEW***NEW***NEW***

JOURNAL OF DIGITAL FORENSIC PRACTICE

***NEW***NEW***NEW***

Please contact the library for copies of articles

AUDIOVISUAL

Advanced Investigations of Myspace.com & Other Social Networking Sites / MacDonald,

Corey; Law Enforcement Intelligence Report. Omni Pub., 2007. VL 2577

Online Predators: Invading my Space / Houston, Tex., USA : Wildcatter Productions, 2006.

VL 2588

Preserving Digital Evidence for Court / Obushowski, Andrew. Waltham, Mass. USA : Law

Enforcement Intelligence Report, 2007. VL 2570

Using and Presenting Digital Evidence in the Courtroom: Mock Trial DVD / National

Institute of Justice (U.S.). Rockville, Md., USA : US Dept. Of Justice, OJP, NIJ, 2008. VL

2589

Stolen Innocence: A Police Guide to Online Child Exploitation / St. Catherine’s, Ont., Cdn :

OPVTA, 2006. VL 2510

NOTEWORTHY ARTICLES

Addendum: a Brief Note on Privacy from a Technological Perspective / Adams, Carlisle;

Aoki, Cynthia. Canadian Journal of Criminology and Criminal Justice Vol. 50, No. 2 

(Apr 2008), p. 289-398.

Automated Computer Forensics Training in a Virtualized Environment / Brueckner,

Stephen. Digital Investigations DFRWS 2008 Special Edition (Sep 2008), p. S105-S111.

‘Bogies in the Wire’: Is There a Need for Legislative Control of Cyber Weapons? / Prunckun,

Hank. Global Crime Vol. 9, No. 3 (Aug 2008), p. 262-272.

Computer Crime Victimization and Integrated Theory: An Empirical Assessment /

Seigfried, Kathryn C. International Journal of Cyber Criminology, Vol. 2, No. 1 (Jan-Jun

2008), p. 308-333. (available on the Internet at http://ccrimejournal.brinkster.net/)

Cyber-stings: Policing Sex Offences on the Internet / Gillespie, Alisdair A. The Police

Journal Vol. 81, No. 3 (2008), p. 196-208.

 

http://informaworld.com/smpp/title~content=t716100764
http://www.cpc-ccp.gc.ca/library-biblio/library-biblio-eng.html
http://ccrimejournal.brinkster.net/)


Cybercrime in the Year 2025 / Stephens, Gene. The Futurist Vol. 42, No. 4, (Jul-Aug 2008),

p. 32-36.

Fighting Fraud with Internet Searches / Hetherington, Cynthia. Fraud Vol. 23, No. 2 

(Mar-Apr 2009), p. 28-31, 52-53.

Identifying and Managing Stress in Child Pornography and Child Exploitation Investigators

/ Krause, Meredith. Journal of Police and Criminal Psychology Vol. 24, No. 1 (Apr 2009), 

p. 10-21.

The Impact of Internet Crime on Development / Salifu, Adam. Journal of Financial Crime,

Vol. 15, No. 4 (2008), p. 432-443.

Impersonator Identification through Dynamic Fingerprinting / Steel, Chad. Digital

Investigations, Vol. 5, No. 1-2 (2008), p. 60-70.

In Harm’s Way: Duty to Care for Child Exploitation and Pornography Investigators /

Krause, Meredith. FBI Law Enforcement Bulletin Vol. 78, No. 1 (Jan 2009), p. 20-29.

Jurisdictional and Definitional Concerns with Computer-Mediated Interpersonal Crimes /

Roberts, Lynne. International Journal of Cyber Criminology, Vol. 2, No. 1 (Jan-Jun 2008), p.

271-285. (available on the Internet at http://ccrimejournal.brinkster.net/)

Organised Crime Groups in Cyberspace: A Typology / Choo, Kim-Kwang Raymond. Trends

in Organized Crime, Vol. 11, No. 3 (Sep 2008), p. 270-295.

Pinpointing TomTom Location Records: A Forensic Analysis / Nutter, Beverley. Digital

Investigation, Vol. 5, No. 1-2 (2008), p. 10-18.

The Role of Behavioral Research and Profiling in Malicious Cyber Insider Investigations /

Shaw, Eric D. Digital Investigation Vol. 3, No. 1 (2006), p. 20-31.

A Systematic Examination of Terrorist Use of the Internet / Freiburger, Tina. International

Journal of Cyber Criminology, Vol. 2, No. 1 (Jan-Jun 2008), p. 309-319. (available on the

Internet at http://ccrimejournal.brinkster.net/)

NOTEWORTHY BOOKS

Crimes of the Internet / Schmalleger, Frank; Pittaro, Michael. Upper Saddle River, N.J., USA

: Pearson/Prentice Hall. HV 6773 C863 2009

Cyber Bullying: Bullying in the Digital Age / Kowalski, Robin; Limber, Susan; Agatston,

Patricia W. Malden, MA, USA : Blackwell Pub. HV 6773 K84 2008

Cyber Forensics: A Field Manual for Collecting, Examining, and Preserving Evidence of

Computer Crimes 2  ed. / Marcella, Albert J.; Greenfield, Robert S. Boca Raton, Fla., USA :nd

Auerbach. HV 8079 .C65 C99 2008

The DotCrime Manifesto: How to Stop Internet Crime / Hallam-Baker, Phillip. Upper Saddle

River, N.J., USA : Addison-Wesley. HV 6773 H15 2008

Hacking: Digital Media and Technological Determination / Jordan, Tim. 

Cambridge, GB: Polity Press. HV 6773 J76 2008

Insider Attack and Cyber Security: Beyond the Hacker / Stolfo, Salvatore J. Fairfax, Va.,

http://www.fbi.gov/publications/leb/leb.htm
http://ccrimejournal.brinkster.net/)
http://ccrimejournal.brinkster.net/)


USA : Springer. QA 76.9 .A25 In7 2008

Insider Computer Fraud: An In-depth Framework for Detecting and Defending Against

Insider IT Attacks / Brancik, Kennet C. Boca Raton, Fla., USA : Auberback Publications. QA

76.9 .A25 B73 2008

Mafiaboy: How I Cracked the Internet and Why It’s Still Broken / Silverman, Craig; Calce,

Michael. New York, USA : Penguin Group. HV 6773 C34

Malicious Bots: An Inside Look into the Cyber-Criminal Underground of the Internet /

Dunham, Ken; Melnick, Jim. Boca Raton, Fla., USA : Auerbach. HV 6773 .D86 2008

ONLINE DOCUMENTS

2008 Internet Crime Report

International Journal of Digital Evidence:

http://www.utica.edu/academic/institutes/ecii/ijde/

McAfee Security Journal

SEARCH THE CATALOGUE

CONFERENCES

May 14-15, 2009 - Criminal Exploitation of New Technologies: An Effective Response to

Cybercrime. ERA, the European Academy of Law. Trier, Germany

May 20-22, 2009 - The 2009 ADFSL Conference on Digital Forensics, Security and Law.

Champlain College, Burlington, Vermont, USA.

May 26-30, 2009 - Mobile Forensics World 2009. Chicago Police Training Academy & the

O’Hare Marriott, Chicago, Illinois, USA.

Jul 31  - Aug 2 , 2009 - st nd DEFCON 17 - Las Vegas, Nevada, USA.

Oct 6 -9th, 2009 - th 14  Sex Crimes Conferenceth . Toronto Police Service, Toronto, Cdn.

More ... : http://www.forensicswiki.org/wiki/Upcoming_events

TRAINING

Jun 15-26, 2009 - Linux Forensic Techniques (LINUX). Canadian Police College, Ottawa,

Ontario.

Jun 22- 26, 2009 - Using the Internet as an Intelligence Tool (INTINT). Canadian Police

College, Ottawa, Ontario.

http://www.ic3.gov/media/annualreport/2008_IC3Report.pdf
http://www.utica.edu/academic/institutes/ecii/ijde/
http://www.mcafee.com/us/research/mcafee_security_journal/index.html
http://hosting.phippsinc.com/cpclib/default.htm
http://www.era.int/web/en/html/nodes_main/4_2127_474/conferences_0000_Date/5_1796_9422.htm
http://www.era.int/web/en/html/nodes_main/4_2127_474/conferences_0000_Date/5_1796_9422.htm
http://www.digitalforensics-conference.org/
http://mobileforensicsworld.com/
http://www.defcon.org/html/defcon-17/dc-17-cfp.html
http://www.torontopolice.on.ca/seminars/sexcrimes/
http://www.forensicswiki.org/wiki/Upcoming_events
http://www.cpc.gc.ca/courses-cours/sched09-horaire090-eng.html
http://www.cpc.gc.ca/courses-cours/sched09-horaire090-eng.html


Aug 17-28, 2009 - MacIntosh Electronic Search and Seizure (MESSC). Canadian Police

College, Ottawa, Ontario.

Aug 24- Sep 04, 2009 - Network Investigative Techniques Course (NITC). Canadian Police

College, Ottawa, Ontario.

Sep 8-18, 2009 - Canadian Internet Child Exploitation Course (CICEC). Canadian Police

College, Ottawa, Ontario.

Sep 14- 25, 2009 - Advanced Internet Child Exploitation Course (AICE). Canadian Police

College, Ottawa, Ontario.

Sep 21- Oct 5, 2009 - Computer Forensic Examiner (CMPFOR). Canadian Police College,

Ottawa, Ontario.

Sep 28- Oct 9, 2009 - Internet Evidence Analysis Course (IEAC). Canadian Police College,

Ottawa, Ontario.

Oct 5-9, 2009 - Advanced Analytical Techniques. Canadian Police College, Ottawa, Ontario.

Oct 19-30, 2009 - Digital Technologies for Investigators (DTIC). Canadian Police College,

Ottawa, Ontario.

Nov 16 - Dec 4, 2009 - Computer Forensic Examiner ( CMPFOR). Canadian Police College,

Ottawa, Ontario.

Nov 16-20, 2009 - Wireless Network Workshop (WNETW). Canadian Police College, Ottawa,

Ontario.

Nov 30- Dec 11, 2009 - Advanced Internet Child Exploitation Course (AICE). Canadian 

Police College, Ottawa, Ontario.

WEBSITES

Australian Federal Police - eCrime: http://www.afp.gov.au/national/e-crime.html

Australian High Tech Crime Centre: http://ahtcc.gov.au/

Blackhat ®: http://www.blackhat.com/

Communications Security Establishment Canada: http://www.cse-cst.gc.ca/index-eng.html

CSEC Publications : http://www.cse-cst.gc.ca/its-sti/publications/index-eng.html

Computer Crime and Intellectual Property Section (CCIPS) of the Criminal Division of the

U.S. Department of Justice (USA)  http://www.cybercrime.gov/

Computer Crime Research Centre: http://www.crime-research.org/

Computer Forensics, Cybercrime and Steganography Resources: http://www.forensix.org/

http://www.cpc.gc.ca/courses-cours/sched09-horaire090-eng.html
http://www.cpc.gc.ca/courses-cours/sched09-horaire090-eng.html
http://www.cpc.gc.ca/courses-cours/sched09-horaire090-eng.html
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http://www.afp.gov.au/national/e-crime.html
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http://www.cse-cst.gc.ca/index-eng.html
http://www.cse-cst.gc.ca/its-sti/publications/index-eng.html
http://www.cybercrime.gov/
http://www.crime-research.org/
http://www.forensix.org/


Cyber Criminals Most Wanted: http://www.ccmostwanted.com/CP/LE.htm

Cybercrime Research Lab: http://www.cybercrime.com.au/home/

Digital Money Forum:

http://digitaldebateblogs.typepad.com/digital_money/2009/03/virtual-washing-machines.ht

ml

E-Money: http://projects.exeter.ac.uk/RDavies/arian/emoney.html

EUNISA European Network and Information Security Agency: http://www.enisa.europa.eu/

FBI Cyber Investigations: http://www2.fbi.gov/cyberinvest/cyberhome.htm

Fighting Back Against Identity Theft: http://www.ftc.gov/bcp/edu/microsites/idtheft//

GCK’s Cybercrime and Cyberforensics -related URLs:

http://www.garykessler.net/library/forensicsurl.html

InfoSECURITYnetBASE: http://www.infosecuritynetbase.com/ (Accessible from Infoweb)

Integrated Technological Crime Unit:

http://www.rcmp-grc.gc.ca/on/prog-serv/support-soutien/itcu-gict-eng.htm

Internet Crime Complaint Center: http://www.ic3.gov/default.aspx

Interpol Financial and High-tech Crimes:

http://www.interpol.int/Public/FinancialCrime/Default.asp

Hack in the Box: http://www.hackinthebox.org/

High Tech Crime Consortium: http://www.hightechcrimecops.org/index.html

InfoSECURITYnet BASE: http://www.infosecuritynetbase.com/default.asp

International High Technology Crime Investigation Association: http://www.htcia.org/

Interpol: Information Technology Crime

http://www.interpol.int/Public/TechnologyCrime/default.asp

McAfee Threat Center: http://www.mcafee.com/us/threat_center/default.asp

National Child Exploitation Coordination Centre:

http://www.rcmp-grc.gc.ca/ncecc-cncee/index-accueil-eng.htm

National Consumer’s League’s Fraud Center: http://www.fraud.org/

Regional Computer Forensics Laboratory: http://www.rcfl.gov/

The Society for the Policing of Cyberspace: http://www.polcyb.org/

World Intellectual Property Organization WIPO: http://www.wipo.int/portal/index.html.en

http://www.ccmostwanted.com/
http://www.ccmostwanted.com/CP/LE.htm
http://www.cybercrime.com.au/home/
http://digitaldebateblogs.typepad.com/digital_money/2009/03/virtual-washing-machines.html
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http://www2.fbi.gov/cyberinvest/cyberhome.htm
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http://www.garykessler.net/library/forensicsurl.html
http://www.infosecuritynetbase.com/
http://www.rcmp-grc.gc.ca/on/prog-serv/support-soutien/itcu-gict-eng.htm
http://www.ic3.gov/default.aspx
http://www.interpol.int/Public/FinancialCrime/Default.asp
http://www.hackinthebox.org/
http://www.hightechcrimecops.org/index.html
http://www.infosecuritynetbase.com/default.asp
http://www.htcia.org/
http://www.interpol.int/Public/TechnologyCrime/default.asp
http://McAfee%20Threat%20Center%20%20%20%20http://www.mcafee.com/us/threat_center/default.asp
http://www.rcmp-grc.gc.ca/ncecc-cncee/index-accueil-eng.htm
http://www.fraud.org/
http://www.rcfl.gov/
http://www.polcyb.org/
http://www.wipo.int/portal/index.html.en


CURRENT AWARENESS PRODUCTS

CPC Library eLert

An open source information netletter, issued 8 to 10 times a year, highlighting articles, books, DVDs,
conferences and Websites of interest to police, from the front lines to the executive level. The content
alternates between a thematic and a general issue. 

Crime, Security and Intelligence Compendium / Recueil de Crime, de sécurité et de

renseignements

Produced by the RCMP’s National Security Investigations, this current awareness netletter is

designed to highlight documentation and commentary on crime, security and intelligence

matters recently published in Canada and abroad.

Global Programme Against Money Laundering Press Review

A monthly newsletter offering a collection of press articles from around the world dealing

with money laundering, collated by the United Nations Global Programme Against Money

Laundering.

NB: To subscribe to the CPC Library eLert, the Security and Intelligence Compendium , the

GPML Press Review, send an email to library_biblio@rcmp-grc.gc.ca listing the item(s) you

would like to receive. The distribution of these netletters is licensed for use by RCMP

employees only.

NB: If you wish to be removed from the CPC eLert mailing list, please send an eMail to that

effect to library_biblio@rcmp-grc.gc.ca

Canadian Police College Library

eMail: library_biblio@rcmp-grc.gc.ca

Tel: 613-993-3225        Fax:613-993-2220

Canada’s Police Library - Your Connection to Police Knowledge!

mailto:library_biblio@rcmp-grc.gc.ca
mailto:library_biblio@rcmp-grc.gc.ca
http://hosting.phippsinc.com/cpclib/default.htm
mailto:library_biblio@rcmp-grc.gc.ca
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